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I.
Opening remarks by the Vice-Chairperson, Baroness Ramsay of Cartvale (United Kingdom)
1.
Baroness Ramsay of Cartvale (UK) announced that Jan Arild Ellingsen (Norway), the Chairperson of the Science and Technology Committee, could not attend the meeting. Baroness Ramsay of Cartvale replaced him for the first part of the meeting, then Senator Nolin (Canada) took the chair for the second part.
2.
The Chairperson thanked the Romanian Delegation for its hospitality and for all its efforts to ensure the smooth running of this parliamentary session. The Chairperson introduced the two speakers invited by the Committee, Sorin Dumitru Ducaru, Ambassador and Permanent Representative of Romania to NATO, and Jason Healey, Director of the Atlantic Council’s Cyber Statecraft Initiative.
II.
Adoption of the draft Agenda [185 STC 11 E rév 1]
3.
The draft Agenda [185 STC 11 E rév 1] was adopted.
III.
Adoption of the summary of the meeting of the Science and Technology Committee [147 STC 11 E] held in Varna, Bulgaria, on Sunday 29 May 2011 
4.
The summary of the meeting of the Science and Technology Committee held in Varna, Bulgaria on Sunday 29 May 2011 was adopted.
IV.
Procedure for amendments to the draft Resolution Countering Biological and Chemical 
Threats [208 STC 11 E] by David Scott (United States), General Rapporteur
5.
The Chairperson reminded those present that the deadline for filing amendments to the Resolution was this Sunday 9 October at 9.45 a.m.
V.
Presentation by Sorin Dumitru Ducaru, Ambassador and Permanent Representative of 
Romania to NATO, on NATO’s Missile Defence System, Romania’s Role, NATO-Russia 
Co-operation
6.
Sorin Dumitru Ducaru’s briefing on the missile defence system concentrated on three issues, the Alliance’s current missile defence policy, Romania’s contribution to NATO’s missile defence, and lastly NATO-Russia co-operation on missile defence. Although this was also a political issue, the presentation was first and foremost technical, showing current concerns ahead of the Chicago Summit in May 2012.
7.
The debate on territorial missile defence in NATO got under way in the second half of the 1990s, for the protection of troops on the ground from a possible missile attack. It is known as NATO ALTBMD (Active Layered Theatre Ballistic Missile Defence). At the Lisbon Summit in November 2010 the Heads of State chose to develop collective defence and to extend the ALTBMD programme, both to protect troops on the ground and to adapt it for territorial defence. Initial operational capability was set for 2015, to be completed in 2018. For the time being, efforts were focused on setting up the expansion of the ALTBMD system, which corresponds to phase 1 of the project. The aim was to develop interim capability by the Chicago Summit in May 2012 which included development of the operational concept, development of a policy for engagement with third States, priority resources and integration of the “MD response” within the NATO Crisis Response System.
8.
As Mr Ducaru pointed out, in 2010 Poland and Romania expressed their willingness to share in the NATO missile defence project and to receive elements of this project. From phase 2 to 4, Romania would receive the AEGIS system, as will Poland during phases 3 and 4. Romania entered into an agreement in June 2011 and signed it on 13 September 2011 in Washington. This agreement stressed the commitment to integrate Romanian missile defence within the NATO antiballistic missile system. The process of ratification of this agreement had begun, with the passing of a draft law by the Romanian Parliament on 19 October 2011. This was a purely defensive system, in line with the UN Charter. It would consist of a radar capability, AEGIS, launch modules, and ground-based interceptors. The interceptors were there only for defence; they were based solely on kinetic energy (without explosive) to intercept missiles directed against NATO. Romania retained jurisdiction over the base and ownership, and the United States had control of the MD system. The regular number of American soldiers deployed at the base would be about 150, with an authorised maximum establishment of 500. The anti-missile system should be operational in 2015, for the second phase of the adaptive approach project. The estimated cost of the defence system, i.e. of the part of command and control taken over by NATO, was assessed at between 200 and 300 million euros. So the cost was less than 300 million, over 10 years, to be shared among the 28 member countries.
9.
As regards NATO-Russia collaboration, Ambassador Ducaru stated that the Alliance had invited Russia, in their mutual and strategic interests, to explore the potential for co-operation around present and future missile defence systems. Two different positions had been stated: one was an approach between two independent systems, the Russian system to protect its territory and NATO’s system protecting its own but with exchanges of information, in particular for warning of threats or for protocol. The other approach was the one preferred by Russia. It would like a single integrated system for Russia and NATO and a joint command and control centre. This was a territorial sector approach. It had given rise to problems, because NATO could not outsource its security, and that security had to be the same for all its members. When faced with this reaction, Russia asked for legal guarantees to ensure that under no circumstances would the NATO and American system target Russia and that they would not intercept or target Russian missiles. In reply NATO had undertaken political measures to guarantee that this missile shield would not affect the strategic deterrent force balance between NATO and Russia. A charter had been suggested to Russia in which the two systems were shown as independent projects, but which could be brought together in a database centre and a joint command centre. Thus the priority was to develop co-ordination plans and procedures, as well as exercises in the field of missile defence, which have already begun.
10.
The questions to Ambassador Ducaru focused on the defensive aspect of the missile shield, which the Ambassador confirmed, emphasising the extensive co-operation between Russia and NATO as well as the innovations inherent in the new defence system. Ambassador Ducaru stressed that with the new system countries would have more opportunities to contribute to the defence of NATO by acquiring the technology and installing it directly within their weaponry.
VI.
Presentation by Jason Healey, Director of the Cyber Statecraft Initiative, Atlantic Council, on NATO Cyber: Looking Backwards and Forwards 
11.
Jason Healey is the Director of the Cyber Statecraft Initiative, Atlantic Council. For his presentation he cited actual examples of cyber attacks on NATO during the 90s, as well as the current situation and NATO’s new strategy, decided on this year. He also mentioned the application of Article 5 in matters of collective defence to cyber defence.
12.
According to Jason Healey, in 1999, during operations by allied forces over Kosovo, there was a certain number of significant attacks on NATO. SHAPE’s internet page was vandalised, as were US government websites. These were quite simple attacks, in which vandals removed the site message and substituted them with their own. For example, the Belgrade Group put anti-NATO propaganda online, which was passed on to some extent by the press. The media tended to see state support behind these attacks, although there was little evidence of it. In general those involved were young people with no political aims or unconnected with government, seeking only to make themselves heard. A typical attack involved bombarding the server with requests, causing blockages on the network which prevented access to the system. When the Chinese Embassy in Belgrade was accidentally bombed by NATO many Chinese groups were particularly active; this was misinterpreted by the press as an international cyber war. 
13.
As for 2011, during the operations in Libya, Jason Healey explained that there had been three fairly trivial incidents. The “Anonymous” Group stated that they had hacked into a NATO server and extracted data, including two “restricted” files. However, NATO operations in Libya were not specifically mentioned here. The “LulzSec” Group had hacked into the NATO bookshop. This was a NATO partner site, and they did not need to get into NATO to reach it. They published the names of 12,000 bookshop customers. They referred to NATO operations when they claimed responsibility on Twitter, but their attack was not aimed directly at NATO. Action by “LulzSec” was not politically motivated. Allegedly a Norwegian military computer had also been broken into; however, no group claimed responsibility for this. It was only the time chosen that showed a link with the operations in Libya. There had been no public claims and this was an isolated act. These attacks were not significant compared with what happened in 1999. At that time, the attacks were substantial, targeted and lasted for a month, holding the attention of the media every week. Mr Healey explained this difference by the fact that NATO had sought better collaboration with the countries bordering the theatre of operations; that NATO had a UN Security Council Resolution as well as many partners involved; that NATO had better cyber defence than before.
14.
Concerning NATO’s current cyber strategy, Jason Healey stated that in June 2011 Defence Ministers had accepted NATO’s new cyber defence policy. It was based on the fact that if cyber defence did not work, most of NATO’s other capabilities might be affected; therefore communications and network operations must be maintained, because all capabilities depended on these. Today only the command centre is adequately protected, not the civil institutions that form NATO. In response to this situation, NATO’s new cyber defence policy was organised around six main elements in terms of capability, conditions required for defence and engagement, defence being the first priority. Defence Ministers had reached agreement on the fact that the cyber defence system should cover all NATO structures.
15.
Questions put by those present to Jason Healey focused on the recruitment of young staff in NATO in the cyber defence field - a difficult task he said - as well as on the legal aspects of respect for the law in the case of persons who had carried out cyber attacks from distant countries, essentially a problem of international law.
VII.
Consideration of the draft General Report on Countering Biological and Chemical Threats: The Way Forward [187 STC 11 E] by David Scott (United States), General Rapporteur
16.
David Scott, General Rapporteur of the NATO Parliamentary Assembly’s Science and Technology Committee, underlined in his draft General Report the importance of combating biological and chemical threats. With the advances in technology it was becoming ever easier to produce biological and chemical weapons. Moreover, terrorists had sought to acquire them, and the threat was becoming a real one. Thus some people - quite a small number - had been killed in biological and chemical attacks by terrorists, for example in the release of sarin gas in the Tokyo metro by the Aum Shinrikyo sect, or the anthrax letters in the autumn of 2001. Recent reports indicated that al-Qaeda was seeking to acquire large quantities of castor beans in the Arabian Peninsula. These beans could be used to produce toxin which in turn could be used against people in the United States. In addition, intelligence services thought that several States had biological and chemical weapon programmes. The report gave an overview of the status of conventions on biological and chemical weapons and on international arms control, disarmament and non-proliferation. The report also included a major section on preparing for crises and the appropriate response.
17.
In Mr Scott’s opinion, one of the reasons for the particular difficulty of regulating biological weapons was that very often biological technology had a potential dual use. Thousands of scientists throughout the world were working with dangerous biological materials, trying to create products that kept mankind healthy or to improve the quality of life. So a balance had to be struck between restrictions on exports to curb the proliferation of biological weapons and the necessity for the transfer of technologies among countries. This principle was embodied in the Biological Weapons Convention.
18.
Mr Scott stressed the fact that new technologies made it possible to curb the spread of dangerous materials, especially biological agents. However, these were also useful tools for preparing for chemical emergencies. For example, during the E. coli epidemic in Germany earlier this year the genome of a biological agent was decoded for the first time during a crisis (as opposed to after an outbreak). Scientists throughout the world were also making great strides in developing vaccines and other countermeasures against biological weapons.
The draft General report Countering Biological and Chemical Threats: The Way Forward [187 STC 11 E], as amended, was adopted.
         VIII.

Consideration of the draft Special Report, Countering the Afghan Insurgency: Low-Tech Threats, High-Tech Solutions [189 STC 11 E] by Pierre Claude Nolin (Canada), Special Rapporteur
19.
Pierre Claude Nolin presented his draft report on countering the Afghan insurgency, raising two issues of crucial importance to efforts by allied forces in Afghanistan: improvised explosive devices (IED), and drones and unmanned ground vehicles.
20.
Mr Nolin explained that the IEDs sown by the insurgents killed and injured more members of the international forces as well as Afghan civilians than any other type of attack. The International Security Assistance Force (ISAF) believes that, every month, they are seizing more IEDs than the insurgency can produce ,thus reducing the insurgents’ stockpiles.  ISAF officials also stressed that the number of persons killed or seriously wounded on the ground by IED was declining. However, the total number of victims was rising, because the number of “slightly wounded” cases was increasing. Moreover, the use of improvised explosive devices was still increasing. The latest figures from the Pentagon also showed that the insurgents had laid over 4,500 mines from May to July 2011, an increase of 17 per cent over the same period in 2010. The use of secondary and tertiary improvised explosive devices was also on the increase. This meant that the insurgents were laying mines in the area around the IEDs, in order to strike as many soldiers or paramedics as possible. Thus, still more civilians are killed or injured. In other words, the IED threat was constantly becoming more complex and changing all the time. Today, however, NATO and the EU know better how to respond to these problems. Since March 2011 the American Army has been offering NATO and partner countries a training course in Germany for troops due to leave for Afghanistan. Advances have also been made in the detection of IEDs and the survival of troops. The gathering of biometric data – for example, fingerprints – was having a positive effect. The development of radio-frequency jammers is also continuing, like the use of radio-controlled IED. There were also other advances in technology on the horizon.
21.
Mr Nolin stated that drones and unmanned ground vehicles (UGV) were helping to counter the IED threat: they could find them where they had been laid. They made it possible to trace the networks behind their production. They could also strike the insurgency in these dugouts. Drones were still key players in antiterrorist efforts. It was difficult today not to observe the importance of drones in the media. It was possible through the media to follow the way in which stealth surveillance drones had shared in the raid on Osama bin Laden, how they had supported operations in Libya and how they were striking terrorists in their hideouts. At least nine ISAF states had deployed drones in Afghanistan or would do so soon. Most of these drones were American or British, but other armed forces such as those of the Netherlands or Sweden were using them. They were supplying allied forces, as well as Afghan forces, with intelligence. There were also over 2,000 unmanned ground vehicles in Afghanistan today. They were extremely useful in locating and neutralising IED. In addition they were playing an important part in intelligence gathering and surveillance. However, although the prospects for UGV development were good, they do not meet the expectations. Another issue to be addressed when the transition in Afghanistan was beginning was whether the unmanned capabilities deployed by the allies could be replaced. Did the Afghans need unmanned ground vehicles to disarm IEDs? How would they gather intelligence in so vast a country if there were no drones? Perhaps it was possible for the Afghan National Security Forces (ANSF) to use some of these systems, but certainly not all of them.
22.
The American drone campaign in Pakistan was much debated. Relations between the United States and Pakistan were at a critical stage. Good relations between Pakistan and NATO member countries were of major importance to the parties, and care was needed to avoid damaging the stability of the State of Pakistan – even if these drone attacks could be justified or lawful. The use of drones against al-Qaeda and its associates in the Afghan and Pakistani border areas was continuing. This year on average there was a drone attack about every four days. Clearly these targeted operations had recently produced some noteworthy successes. During the last four months three drone strikes had led to the death of senior representatives of al-Qaeda: Ilyas Kashmiri, an al‑Qaeda agent linked to the Mumbai attack in 2008, a prime terrorist target for Pakistan and the United States; Atiyah Abd al-Rahman, the second-ranked  commander of al-Qaeda; and Abu Hafs al Shari, the head of operations organisation in Pakistan. Nonetheless, there is concern about civilian victims of these attacks. The New America Foundation, an independent think-tank, estimated that between 300 and 500 civilians had died since 2004.
23. The questions focused mainly on the development of Afghan forensic capability when faced with the IED threat. Senator Nolin answered that fingerprints were an interesting tool and would be used to track down insurgents, but that Afghanistan was a difficult place and that little progress had been made in this area. 
The draft Special Report, Countering the Afghan Insurgency: Low-Tech Threats, High-Tech Solutions [189 STC 11 E], as amended, was adopted. 
IX.
Consideration of the draft Report of the Sub-Committee on Energy and Environmental Security, Food and Water Security: Implications for Euro-Atlantic Security [188 STCEES 11 E] by Philippe Vitel (France), Rapporteur
24.
Philippe Vitel presented his draft Report on food and water security. He stressed that food security was among the priorities on the international political agenda. The aim of the report was to contribute to a better understanding of the risks and issues connected with food and water security, and of the reasons that made it possible to explain the extent of this phenomenon.
25.
Mr Vitel reminded his audience that in 2050 the world population was likely to be 9 billion. At the present rate this meant that every year over 81 million extra people would have to be fed and given access to water. The latest World Bank estimates put the number of persons suffering from malnutrition at 950 million. According to the UNHCR, the UN Refugee Agency, today 12 million people in the Horn of Africa needed food aid. Drought was the main reason for this new humanitarian crisis affecting the region, but this situation was exacerbated by the rise in food prices and price volatility. The latter was at its highest level for 20 years. It was disastrous, because it was not possible for families to react to these short-term price hikes.  As regards the rise in food prices, this was generated by the high price of oil and the potential risk of reduced stocks of food, and to a certain extent by financial speculation and lack of anticipation by governments. It gave rise to an increase in famines and disease; a reduction in private investment, an unfavourable macroeconomic trend due to inflation and an increase in government expenditure
26.
Mr Vitel stressed that the G20 had made a start in responding to this situation.  The G20, which brings together contributors with substantial capabilities, had also asked for the application of a twenty-billion-dollar plan, which was not much in relation to other budgetary expenditure but could be very beneficial. Despite the financial difficulties that western countries had to face, they must not go back on this commitment, because failure to abide by it would be even more costly in the future. However, the situation was complicated, because every country looked to its own interests: for example, biofuels in Brazil were a godsend although deforestation was a cause for concern, particularly in the social area.
27.
Although the rich countries were in a better position to face shortages, the less industrialised countries had greater difficulties. In Mr Vitel’s opinion, there were many ways to resolve this worrying situation. First of all it came down to increased investment dedicated to agriculture, because this sector had been suffering a steady decline in the funding since the 80s. There was also the issue of development aid. Researches had shown that expenditure on education, on agrarian infrastructure and on agricultural research were the most effective ways of promoting growth in agriculture and reducing poverty. There were many and varied investment projects, such as building roads for access to markets, better water management, building reservoirs, etc.
28.
Mr Vitel pointed out that other programmes were more controversial. For example, the development of genetically modified organisms (GMO) was giving rise to an intense international political debate, in proportion to the economic interests at stake. Even though some experts were suggesting that GMO could be programmed to give better resistance to drought or even to limit greenhouse gas emissions, other doubted the yield capabilities of GMO and stressed vulnerability and the risks attached to growing them. 
The draft Report of the Sub-Committee on Energy and Environmental Security, Food and Water Security: Implications for Euro-Atlantic Security [188 STCEES 11 E], as amended, was adopted. 
X.
Election of Committee and Sub-Committee Officers
29.
The Vice-Chairperson announced that there were three positions in the Committee to be filled. The Vice-Chairperson was not eligible for re-election as Vice-Chairperson of the Science and Technology Committee but would remain Special Rapporteur. Paolo Guzzanti was not eligible for re-election as Vice-Chairperson either. In addition Michael Turner had decided to leave the Committee to join the Defence and Security Committee. After consultation the Vice-Chairperson announced that all those eligible for re-election would be re-elected for one year. The committee elected the following new officers:
Science and Technology Committee (STC)
Vice-Chairperson


Andrius Mazuronis (Lithuania)
Sub-Committee on Energy and Environmental Security (STCEES)
Vice-Chairpersons

Caroline Dinenage (United Kingdom)






Stephen Gilbert (United Kingdom)
XI.

Consideration of amendments and vote on the draft Resolution Countering Biological and Chemical Threats [208 STC 11 E] by David Scott (United States), General Rapporteur
30.
David Scott presented the Resolution on biological and chemical threats. As he pointed out, the resolution on biological and chemical weapons was important because it was about facing up to serious threats. In fact, new technologies make the production of weapons of mass destruction easier, and terrorists are seeking to produce them.  A successful chemical or biological attack would create enormous damage within our society.
31.
The Resolution recommended that NATO member-states should consolidate and strengthen existing machinery involving proliferation of biological and chemical weapons, as well as improving our anti-terrorism measures and our response in the event of crisis, even during periods of austerity. Moreover, co-operation to face up to these threats should be enhanced, in the public and the private sector: civilian organisations, international organisations and the armed forces of various countries; NATO and the European Union.  In addition, it encouraged the funding of programmes that enabled armaments scientists to refocus on peaceful areas and the education of citizens on the risks linked to these weapons and what to do in the event of an accident.
32.
David Scott reminded his audience that the United States, the Russian Federation, Iraq and Libya had been encouraged to complete the destruction of their chemical weapons. All States holding biological and chemical weapons were encouraged to declare and destroy them. These weapons had been illegal for decades according to international law, because they were considered inhuman.
The draft Resolution Countering Biological and Chemical Threats [208 STC 11 E] was voted on paragraph by paragraph, and adopted, as amended.
XII.
Committee's and Sub-Committee's activities in 2012
33.
In 2012, the Committee would go to the United States, to Washington D.C., in connection with the next report, accompanied by a Sub-Committee from the Political Committee. The Committee would also visit Svalbard, Norway, in order to touch on opportunities and threats connected with the Arctic, in particular energy and environmental issues and safety and rescue capabilities as well as security and defence issues at stake in the far North; lastly, a visit to the United Kingdom was planned. The specific dates of these visits would be fixed as soon as possible and circulated.
34.
As regards reports in 2012, cyber security would be the subject of the General Report. Nuclear energy would also be tackled, following the Fukushima incident, in the Sub-Committee on Energy and Environmental Security. Lastly, unmanned military systems would also be the subject of a special report from a technological development viewpoint, but also considering the legal, ethical and moral aspects at issue today arising from the use of drones. 
XIII.
Any other business
35.
At the Special Rapporteur's request, the Committee agreed to amend his title, from Special Rapporteur on Climate Change to Special Rapporteur on Unmanned Military Systems.
XIV.
Date and place of the next meeting
36.
The next meeting would take place in Tallinn, Estonia on 25-28 May 2012.
XV.
Closing remarks
37.
The Chairperson brought the meeting of the Science and Technology Committee to a close, thanking those present for their active participation and the quality of the presentations.

__________
*	Turkey recognises the Republic of Macedonia with its constitutional name.





